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DATA PROTECTION AND GDPR POLICIES

The Bird Eye Security Forces is committed to protecting the rights and freedoms of data subjects and
processing their data in compliance with all legal requirements. For a variety of business purposes, we collect
and store personal data about our employees, clients, suppliers, and other individuals. Our staff understands
the rules governing how they use the personal data to which they have access in the course of their work
through this policy, which outlines how we protect personal data. This policy requires staff to consult the Data
Protection Officer (DPO) before initiating any significant new data processing activity to ensure relevant

compliance steps are taken.

An overview of the General Data Protection Regulation (GDPR). It aims to protect the "rights and freedoms
of natural persons” (e.g. living individuals) and ensure personal data is not processed without their knowledge

and, wherever possible, their consent. The GDPR 2016 replaces the EU Data Protection Directive 1995.
Bird Eye Security Forces may use personal data for the following purposes:

For personnel, administrative, financial, regulatory, payroll, and business development purposes. Among the

business purposes are:

Compliance with our legal, regulatory, and corporate governance obligations.
« Information is collected as part of regulatory investigations, legal proceedings, or requests.
« Maintaining business policies (such as those relating to email and internet use).

« Recording transactions, training and quality control, ensuring confidentiality of commercially sensitive

information, and credit scoring and checking are all operational reasons.
« Complaint investigation.

o Managing staff access to systems and facilities, managing staff absences, checking references, and

monitoring safe working practices.
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o Keeping track of staff conduct and disciplinary actions.
e We market our business.
« Providing better services.

Information about an individual

It is any information about an identifiable or identifiable natural person (‘data subject'); an identifiable natural
person is one who can be identified, directly or indirectly, in particular by an identifier such as a name, an
identification number, location data, an online identifier or by one or more factors specific to their physical,
physiological, genetic, mental, economic, cultural or social identities. We may collect personal datasuch as a
person's phone number, email address, educational background, financial and pay information, details of

certificates and diplomas, education and skills, nationality, job title, and CV.
Categories of personal data that are special

Anindividual's racial or ethnic origin, political opinions, religious or similar beliefs, trade union membership
(or non-membership), physical or mental health or condition, criminal offences, or related proceedings, and
genetic information for the purpose of uniquely identifying a natural person. Health information as well as
information concerning a natural person's sex life or sexual orientation should be strictly controlled in
accordance with this policy.

Controller of data

When a natural or legal person, public authority, agency or other body determines the purposes and means of

processing personal data alone or jointly with others.
Data processor

The person who processes personal dataon behalf of the controller may be a natural or legal person, public

authority, agency or other body.
Subjects of data

An individual whose personal data is held by an organization.
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The process

Involved in any operation or set of operations performed on personal data or on sets of personal data, whether
or not by automated means, such as collection, recording, organization, structuring, storing, adapting or
altering, retrieving, consulting, using, disclosing by transmission, dissemination or otherwise making

available, alignment or combination, restriction, erasure or destruction.

Purpose of Business:

Aims

All Bird Eye Security Forces employees must be familiar with this policy and adhere to its terms.
Our internet and email policies are supplemented by this policy and procedure.

We may supplement or amend this policy from time to time with additional policies and guidelines. Before a

new or modified policy is adopted, it will be circulated to the staff for review.
This policy is the responsibility of whom?

As our Data Protection Officer (DPO), Hafiz Syed Ahmad Hassan is responsible for implementing this policy

on a day-to-day basis. If you require further information regarding this policy, please contact the DPO.
Contact information for the DPO: 07869879779
A Statement of Principles

The Bird Eye Security Forces shall adhere to the principles of data protection (the Principles) outlined in the
EU General Data Protection Regulation.

In order to comply with these principles, Bird Eye Security Forces will make every effort.
Following are the Principles:

e The firststep: A legal, fair, and transparent process

.
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Obtaining data must be fair and legal, and Bird Eye Security Forces must be transparent and open about how

the data will be used.
e The second: The scope of the project is limited

It is only possible to collect data for a specific purpose.
e The third point: Minimization of data

In order for any data to be collected, it must be necessary and not excessive.
e The fourth point: It is accurate

Bird Eye Security Forces must maintain accurate and current data.
e The fifth point: The retention rate

The Bird Eye Security Forces cannot store data for longer than is necessary.
e The sixth point: Confidentiality and Integrity

Bird Eye Security Forces must protect the data it holds.

Transparency and accountability

All personal data used by Bird Eye Security Forces must be accountable and transparent. Each principle must
be demonstrated by Bird Eye Security Forces. Each of the Principles must be documented in writing by Bird
Eye Security Forces for all the data processing activities you are responsible for. It must be kept up-to-date
and approved by the DPO. Bird Eye Security Forces must demonstrate compliance with Data Protection laws

and the GDPR's accountability and transparency principles.

The following data protection obligations must be met by Bird Eye Security Forces:
« Implement all appropriate technical and organizational measures
o Document all processing activities in an up-to-date and relevant manner

e Analyzing the impact of data protection
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o Ensure privacy by design and default by implementing the following measures:
e Minimizing data.

e A pseudonym.

o A transparent process.

o Individuals can monitor the processing of their data.

Continually improving security and privacy procedures.
Procedures we follow

Processing that is fair and lawful. Under the first Principle, Bird Eye Security Forces must process personal
data fairly and lawfully. Bird Eye Security Forces should not process personal data without the consent of the

individual whose details are being processed.
In the absence of a lawful basis (explained below), Bird Eye Security Forces will violate the first principle.
Data subjects have the right to erase any unlawfully processed data.
Data control and data processing are two different things, fundamental rights and freedoms.
Information about an individual's special categories includes:
e The race.
e A person's ethnicity.
e The political world.
e Religion is important.
e Membership in a union.

e The genetics of an individual.
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For identification purposes, biometrics are used.

An individual's sexual orientation.

If we process special categories of personal data, we will need the data subject’s explicit consent unless

exceptional circumstances apply or we are required to doso by law (e.g. toensure health and safety at work). It

will be important to specify what the relevant data is, why it is being processed, and to whom it will be

disclosed in any such consent. Itis necessary to comply with the law when processing special categories of

personal data. The processing of special categories of data must cease if there is no lawful basis for doing so.

The responsibilities

Analyzing and documenting the types of personal data we hold.
Ensure that procedures cover all individual rights.

Data processing must be based on a lawful basis.

Ensure legality of consent procedures.

Implementing and reviewing procedures for detecting, reporting, and investigating breaches of

personal data.

Data should be stored in a safe and secure manner.

In the event that data is compromised, assess the risk to individual rights and freedoms.
Understanding our obligations in relation to data protection.

Ensure thatany dataprocessing activities we are dealing with comply with our policy and are justified.
Data should not be used unlawfully.

Do not store data incorrectly, be careless with it or otherwise breach data protection laws

Through our actions, we implement laws and policies.

.
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e Observe this policy at all times.

e Immediately report any concerns, breaches, errors, or anything suspicious or contrary to this policy or

our legal obligations.
The Data Protection Officer's responsibilities

« Keeping the Bird Eye Security ForcesSMT updated about data protection responsibilities, risks and

Issues.
» Reviewing all data protection procedures and policies on a regular basis.
» Arranging data protection training and advice for all staff members and those included in this policy.

« Answering questions on data protection from staff, Bird Eye Security ForcesSMT and other

stakeholders.

* Responding to individuals such as clients and employees who wish to know which data is being held

on them by us.

* Checking and approving with third parties handling the company’s data any contracts or agreement

regarding data processing.
« Approving data protection statements attached to emails and other marketing copy.
« Addressing data protection queries from clients, target audiences or media outlets.

+ Coordinating with the DPO to ensure all marketing initiatives adhere to data protection laws and the

company’s Data Protection Policy.
Security of data
» Personal data must be protected against loss or misuse.

* In cases where other organisations process personal data on our behalf, the DPO will determine

whether additional specific data security arrangements need to be implemented in those contracts.
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« Data storage that is secure

» Whenever datais printed on paper, it is kept in a secure place where unauthorised personnel cannot

access it.
*  When no longer needed, printed data is shredded.

« Computer data is protected by strong passwords that are changed regularly. Passwords should be

created and stored by all staff using a password manager.
Retention of data
Data must be retained for no longer than necessary.

The amount of data retention required will depend on the circumstances of each case, taking into account the

reasons for the data collection, but should follow our data retention policy.
International data transfer
Transfers of personal data internationally are restricted.

Without express permission from the DPO, we must not transfer personal dataabroad or anywhere else outside

of normal rules and procedures.

Individual rights

We must respect and comply with the rights of individuals when it comes to their personal data.
Individuals must be able to exercise their rights in the following ways:

Informational right

Providing privacy notices that are concise, transparent, intelligible, and easily accessible, written in plain and

simple language, and free of charge.
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Assuring that we are complying with the need for accountability and transparency by keeping a record of how

we use personal data.

Access to information

Access to personal data and supplementary information for individuals.

Providing individuals with the ability to verify the legality of the processing activities.

The right to rectification

Upon request, we must correct or amend the individual's personal data if it is inaccurate or incomplete.

It must be done within one month, and no later than that. With the DPQO's permission, this can be extended to

two months.
Erasure right

An individual's datamust be deleted or removed if they request it and there is no compelling reason to continue

processing it.

Restrictions on processing

Any request to restrict, block, or otherwise suppress processing must be complied with
The protection of personal information.

If personal data has been restricted, we can store it, but not process it further. To ensure future respect for the

right to restriction, we must retain enough data.
Data portability is a right

In order to allow individuals to reuse their data across different services, we must give them access to their
data.

If requested, we must send it directly to another controller in a commonly used, machine-readable format.

Objection rights

.
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Individuals have the right to object to data processing based on legitimate interest or performance of a public

interest task.
Direct marketing, including profiling, must be respected by individuals.

An individual's right to object to the processing of their data for scientific and historical research and statistics

must be respected.
Profiling and automated decision-making rights
When it comes to automated decision making and profiling, we must respect the rights of individuals.

An individual may object to such automated processing, have the rationale explained to them, and request a

human intervention.
Requests for Subject Access
How does a subject access request work?

It is the individual's right to receive confirmation that their data is being processed, access to their personal

data, and supplementary information, which is the information provided in a privacy notice.
Subject access requests: how we handle them

Individuals must be provided with a copy of the requested information for free. Within one month of receiving
the document, this must be done without delay. It is our goal to provide data subjects with access to their
information through commonly used electronic formats, and where possible, via a secure remote access

system.

The deadline can be extended by two months if complying with the request is complex or numerous, but the
individual must be notified within one month of the extension. Before extending the deadline, we must obtain

approval from the DPO.

Certain requests can be refused, and we may charge a fee if the request is manifestly unfounded or excessive.
An individual may be asked to specify the information they are requesting if they are requesting a large

quantity of data. The DPO must expressly approve this.
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Upon receiving a subject access request, we will not change or amend any of the datarequested. Itis a criminal

offense to do so.
Requests for data portability

The data requested must be structured, commonly used, and machine-readable. Normally, this would be a

CSV file, but other formats are acceptable as well.

The data must be provided either to the individual who requested it, or to the Data Controller they requested.
It must be done free of charge, without delay, and no later than one month after receipt. For complex or
numerous requests, the period can be extended to two months, but you must notify the individual within one

month and get express permission from the DPO first.

Erasure right

How does the right to erasure work?

In the following circumstances, individuals have a right to have their data erased and processed no longer:

« The personal data is no longer necessary for the purpose for which it was originally collected or

processed.
« Withdrawal of consent.

» The individual objects to processing and there is no overriding legitimate interest in continuing the

processing.
« Data protection laws were violated by unlawfully processing the personal data.
* A legal obligation must be met.
« Achild is involved in the processing.
» Erasure rights and how we handle them

Only in the following circumstances can we refuse to comply with a right to erasure:
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« Performing a public interest task or exercising official authority in accordance with a legal obligation.

* Inthe public interest, for public health purposes.

» Inthe public interest, scientific research, historical research, or statistical purposes.

» Legal claims are either exercised or defended.

« Other parties or recipients who have been given personal data that needs to be erased must be notified

of their obligation to do so. Individuals should be informed of those recipients if they ask.

Objections are allowed

Data subjects have the right to object to their data being used for specific reasons.

Processing must cease unless

There are legitimate grounds for processing that override the interests, rights, and freedoms of the individual.

Legal claims are established, exercised or defended through the processing.

Whenever possible, we should inform the individual of their right to object at the first point of communication,

such as in the privacy notice. Individuals must be able to object online.

Restricting automated profiling or decision-making

Unless the automated profiling or decision making has a legal or similarly significant effect on an individual,

we may not conduct it:

» Inorder to enter into or perform a contract, it is required.

» Explicit consent of the individual is required.
« Unless otherwise authorised by law.

As a result, we must:
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» Detailed information about automated processing should be provided to individuals.

« Offersimple ways for them to request human intervention or challenge any decision made about them.
» To ensure that our systems are working as intended, we perform regular checks and user testing.

« Parties other than the government

» Processors and controllers from third parties

« Whenever we use third-party Data Controllers and/or Data Processors, we must have written contracts
in place. Our and their obligations, responsibilities, and liabilities must be clearly spelled out in the

contract.

« As Data Controllers, we must only appoint Processors who can provide sufficient guarantees that the

rights of data subjects will be respected and protected under GDPR.

« AsaDataProcessor we must only acton the documented instructions of a Controller. We acknowledge
our responsibilities as a Data Processor under GDPR and we will protect and respect the rights of data

subjects.
The contract

» Our contracts must comply with the ICO's standards and, where possible, follow standard contractual
clauses. We must specify in contracts with Data Controllers and Data Processors the subject matter
and duration of the processing, the type of personal data and categories of data subjects, and the

controller's obligations and rights.
* We must include the following terms in our contracts at a minimum:
« Following only written instructions.
« Confidentiality is required of those who process the data.

« Security measures will be taken to ensure the processing is secure.

Under a written contract, sub-processors will only be engaged with the Controller's consent.
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« Data Subjects will be able to exercise their rights under GDPR with the assistance of the Controller.

« Assist the Controller in meeting its GDPR obligations regarding security of processing, notification of

data breaches, and data protection impact assessments.
« Assoon as the contract ends, all personal data should be deleted or returned.

« Ensure that the controller and processor comply with their legal obligations by submitting to regular

audits and inspections.
» Neither the controller nor the processor will violate GDPR in any way.
Monitoring, auditing, and training
Audits of data

The data register will be informed by regular data audits to manage and mitigate risks. In this document, you
will find information about what datais held, where it is stored, how it is used, who is responsible for it, and

any additional regulations or retention timeframes.

The monitoring process

This policy must be observed by all employees of Bird Eye Security Forces.

This policy is overseen by the DPO.

Whenever necessary, Bird Eye Security Forces will amend or change this policy.

A breach of this policy must be reported to the DPO by any employee of Bird Eye Security Forces.

Bird Eye Security Forces must adhere to this policy at all times.

Getting trained

Employees of Bird Eye Security Forces will receive adequate training on provisions of data protection law.

Reporting breaches

.
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Any violation of this policy or of data protection laws must be reported immediately. You should notify the

authorities as soon as you become aware of the breach.

Bird Eye Security Forces are legally required to notify the Information Commissionaires Office within 72

hours of a data breach.
Staff members are responsible for reporting any actual or potential violations of data protection laws.
Consequently, we are able to:

» Take remedial action if necessary after investigating the failure.

» It isessential to keep a record of compliance failures.

Please notify the Information Commissionaires Office of any compliance failures, whether they are isolated

incidents or part of a pattern.

If a member of staff fails to report a breach or knows or suspects a breach has occurred but fails to follow the

correct reporting procedure, they will face disciplinary action.

Our reporting procedure can be found in the Bird Eye Security Forces Quality Management System.
Non-compliance

Compliance with this policy is very important to us.

Our employees and the organisation are at risk if we fail to comply.

Failure to comply with any of the requirements may result in disciplinary action under our procedures, which

may result in dismissal.

Please contact the DPO if you have any questions or concerns about anything in this policy.
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